
SUGGESTED 
TIPS TO HELP 

PROTECT YOU:

When Shopping Online
• Be sure to only use websites with which you 
  are familiar – many bogus sites collect your 
  information and then may sell it online
• Always make sure you logout of a website and   
  then close the browser – not closing out can leave 
  an open connection for a thief
• Don’t click on a link of any website in an email; 
  make sure you enter  the actual website address
• Remember when you click ‘OK’ or ‘Yes’ on a 
  website you are probably committing to a charge 
  on your card
• Look for a seal of authentication such as 
  VeriSign® which when clicked will tell you who   
  owns/operates the website
• For more tips, check the Better Business Bureau   
  website at www.bbbonline.org/onlineshoptips/ 

When Using the ATM
• Make sure no one is watching you enter your PIN
• Check the card reader of the ATM to make sure   
  there is not a ‘skimmer’ over the card reader
• Always be sure to get your card, money and 
  receipt out of the machine as quickly as possible
• Don’t use a PIN that is easily figured out 
  (last 4 digits of phone #, SS#...)
• Contact the Police immediately at 911 if you 
  feel insecure at an ATM
• For more on ATM Safety, go to 
  www.diebold.com/playingitsafe/quiz/default.htm 

Don’t Be A Victim...



Stay Safe.  Live Safe.

 When Banking Online
• Don’t use a simple password; easy passwords 
  are an identity thief’s dream; use a combination of   
  upper and lower case letters, numbers and special 
  characters.  Make your password 8 digits or more 
  for the best protection
• Never leave your online banking session 
  unattended; always log off
• Make sure you maintain secure up to date 
  virus software
• If you use a public computer (libraries, hotels…) 
  be sure to register the computer as a ‘public 
  computer’ rather than a ‘personal computer’ so the 
  system will not retain the ‘cookies’ in the system
• Always make sure you recognize your multi factor 
  authentication phrase and picture before continuing 
  to log in.  This assures you that you are on the 
  www.legacyar.com site
• The following site:  
  http://ezinearticles.com/?Online-Banking---
  Safety-Tips-For-The-Consumer&id=479412 
  can provide with more online banking tips

When Using Your Debit Card in Person
• Be sure to sign your card and keep it in a secure 
  place on your body
• Never write your PIN on your debit card
• Don’t let your debit card out of your sight unless 
  you have to when making a transaction
• Don’t give your card to anyone not on your account 
  - even family and friends can and do create 
  fraudulent transactions
• Contact the Bank at 877-717-1900 as soon as you 
  realize your card is missing or contact SHAZAM at 
  800-383-8000 after business hours.


